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Chapter 8

Koushos Korfiotis Papacharalambous LLC

Anastasios Kareklas

Georgia Charalambous

Cyprus

■ “Sensitive Personal Data”
 “Sensitive data” means data concerning racial or ethnic 

origin, political convictions, religious or philosophical 
beliefs, participation in a body, association and trade union, 
health, sex life and sexual orientation, as well as data relevant 
to criminal prosecutions or convictions. 

■ “Processing”
 “Processing” or “processing of personal data” means any 

operation or set of operations which is performed by any 
person upon personal data, whether or not by automatic 
means, and includes the collection, recording, organisation, 
preservation, storage, alteration, extraction, use, transmission, 
dissemination or any other form of disposal, connection or 
combination, blocking, erasure or destruction. 

■ “Data Controller”
 “Controller” means any person who determines the purpose 

and means of the processing of personal data. 
■ “Data Processor”
 “Processor” means any person who processes personal data 

on behalf of the controller. 
■ “Data Subject”
 “Data subject” means the natural person to whom the data 

relate and whose identity is known or may be ascertained, 
directly or indirectly, in particular the reference to an 
identification number or to one or more factors specific to his 
physical, physiological, mental, economic, cultural, political 
or social identity. 

■ Other key definitions – please specify (e.g., “Pseudonymous 
Data”, “Direct Personal Data”, “Indirect Personal Data”)

 This is not applicable.

3 Key Principles

3.1 What are the key principles that apply to the 
processing of personal data?

■ Transparency
 See “Access to Data” in section 4 below.
■ Lawful basis for processing
 Personal data shall be processed fairly and lawfully.  The 

processing of personal data is lawful when the data subject 
consents, except where processing is necessary:
■ for compliance with a legal obligation in which the 

controller is subject pursuant to laws or regulations of the 
Republic of Cyprus or the European Union; 

1 Relevant Legislation and Competent 
Authorities

1.1 What is the principal data protection legislation?

The Processing of Personal Data (Protection of the Individual) Law 
138(I)/2001 as amended to date (“The Law”).

1.2 Is there any other general legislation that impacts 
data protection?

Other general legislation includes:
■ The Law N.28(III)/2001 implementing the Convention for the 

Protection of Individuals with regard to automatic processing 
of Personal Data and the Law N.30(III)/2003 implementing 
the Additional Protocol to the said Convention; and

■ The Regulation of Electronic Communications and Postal 
Services Law of 2004, N.112(I)/ 2004 as amended to date.

1.3	 Is	there	any	sector-specific	legislation	that	impacts	
data protection?

The Prevention and Suppression of Money Laundering Activities 
Law (N.188(I)/2007), for example, imposes on the Compliance 
Officers of credit institutions the obligation to prepare and update 
lists categorising low and high-risk clients with reference to their 
names, account numbers, etc.

1.4 What is the relevant data protection regulatory 
authority(ies)? 

The Office of the Commissioner for Personal Data Protection (“The 
Commissioner”).  

2	 Definitions

2.1	 Please	provide	the	key	definitions	used	in	the	relevant	
legislation:

■ “Personal Data”
 “Personal data” or “data” means any information relating to 

a living data subject; consolidated data of a statistical nature, 
from which the data subject cannot be identified, are not 
deemed to be personal data. 
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their data which have undergone processing and the purpose 
of processing.

■ Correction and deletion
 The data subject has the right to request and obtain from the 

controller, without undue delay and expense: the rectification, 
erasure or blocking of data; and the notification of any 
rectification, erasure or blocking to third parties to whom the 
data have been notified unless this is impossible or involves a 
disproportionate effort.

■ Objection to processing
 The data subject has the right to object, at any time, on 

compelling legitimate grounds relating to his particular 
situation, to the processing of data relating to him.  The 
objection shall be in writing and addressed to the controller, 
and must contain a request for specific action to be taken, such 
as rectification, temporary abstention from use, blocking, 
abstention from transmission or erasure. 

■ Objection to marketing
 See section 7 below. 
■ Complaint to relevant data protection authority(ies)
 It is within the Commissioner’s responsibilities to examine 

complaints by any person regarding the protection of their 
rights when they are affected by the processing of their data, 
and applications by third parties on the implementation of 
this law.  The Commissioner decides whether to conduct 
a review of the complaint or the application or whether to 
continue or to discontinue the examination of the complaint.

■ Other key rights – please specify
 This is not applicable.

5 Registration Formalities and Prior 
Approval

5.1	 In	what	circumstances	is	registration	or	notification	
required to the relevant data protection regulatory 
authority(ies)?	(E.g.,	general	notification	requirement,	
notification	required	for	specific	processing	
activities.)

The controller must notify the Commissioner in writing about the 
establishment and operation of a filing system or the commencement 
of processing except where:
■ processing is performed solely for purposes directly 

connected with work to be done and is necessary for the 
fulfillment of a legal obligation or for the performance of a 
contract provided that the data subject has been previously 
informed of;

■ the processing concerns customers or suppliers of the data 
subject provided that the data are neither transferred nor 
communicated to third parties; and 

■ processing is performed by a society, association, company or 
political parties and concerns data related to their members, 
provided that these members have given their consent and 
the data are neither transferred, nor communicated to third 
parties. 

The Courts and the public authorities are not regarded as third 
parties, provided that the transmission or communication is provided 
by law or Court decision: 
■ Processing is performed by doctors or other persons who 

provide health services and concerns medical data, provided 
that the controller is bound by medical confidentiality or 
confidentiality required by law or code of conduct and the 
data are neither transferred, nor communicated to third 
parties. 

■ for the performance of a contract to which the data subject 
is party, or in order to take measures at the data subject’s 
request prior to entering into a contract;

■ in order to protect the vital interests of the data subject; 
■ for the performance of a task carried out in the public 

interest or in the exercise of the public authority vested 
in the controller or a third party to whom the data are 
communicated; and

■ for the purposes of the legitimate interests pursued by the 
controller or by the third party to whom the personal data 
are communicated, on the condition that such interests 
override the rights, interests and fundamental freedoms of 
the data subjects.

■ Purpose limitation
 Personal data should be collected for specified, explicit and 

legitimate purposes and shall not be further processed in a 
way incompatible with those purposes.  It is understood, 
however, that the subsequent data processing for:
■ historical, statistical or scientific purposes; 
■ the purposes of the Director of the Ιnland Revenue 

Department of the Ministry of Finane; and
■ the promotion of safety or defence of the Republic of 

Cyprus or public security or investigation, determination 
and prosecution of criminal offences, 

 is not inconsistent with the purposes for which the data were 
collected.

■ Data minimisation
 See Proportionality and Retention below.
■ Proportionality
 Personal data shall only be processed to the extent they are 

relevant, appropriate and not excessive in relation to the 
purposes of processing.  The principle of proportionality is 
not applicable for personal data processed for the purposes 
of:
■ the Director of the Inland Revenue Department of the 

Ministry of Finance; and
■ the promotion of safety, or defence of the Republic of 

Cyprus or the public security or investigation, determination 
and prosecution of criminal offences.

■ Retention
 Personal data shall be kept in a form which permits the 

identification of data subjects for no longer than is necessary, 
in the Commissioner’s discretion, for the fulfilment of the 
purposes for which they were collected and processed.  
After the expiry of this period, the Commissioner may, by a 
reasoned decision, allow the preservation of personal data for 
historical, scientific or statistical purposes if he considers that 
the rights of the data subjects or third parties are not affected.

■ Other key principles – please specify
 Personal data shall be accurate, and where necessary, updated.  

See section 4 below for further detail.

4 Individual Rights

4.1 What are the key rights that individuals have in 
relation to the processing of their personal data?

■ Access to data
 Every person has the right to know whether the personal 

data relating to him are or were processed.  To this end, the 
controller must reply to him in writing.  The data subject has 
the right to ask for and receive from the controller without 
excessive delay and expense information about, inter alia, 
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5.7	 How	frequently	must	registrations/notifications	be	
renewed (if applicable)?

Any material change of the information referred to in question 5.4 
must be notified in writing and without delay by the controller to the 
Commissioner.

5.8 For what types of processing activities is prior 
approval required from the data protection regulator?

■ Processing of sensitive personal data is prohibited unless, inter 
alia, such processing is necessary in order for the controller 
to fulfil its obligations or carry out its duties in the field of 
employment law and provided that the Commissioner’s prior 
approval has been obtained.

■ If the controller intends to combine filing systems, at least 
one of which contains sensitive data or if such combination 
results in the disclosure of sensitive data, or if for the 
combination to be carried out a single code number is to 
be used, the combination is permitted only with the prior 
approval of the Commissioner.

■ Transmission of data, which have undergone processing or are 
intended for processing after their transmission, to any country 
shall be permitted after a licence from the Commissioner.  For 
further details on this, consult section 8 below. 

5.9 Describe the procedure for obtaining prior approval, 
and the applicable timeframe.

Prior approval is obtained by filing the relevant application form 
to the Commissioner’s office.  The Commissioner responds, 
accordingly, as soon as practically possible.  More specifically, 
the approval for combination of filing systems is obtained after 
a hearing of the data controller before the Commissioner and the 
payment of the fees determined by the relevant Regulations. 

6	 Appointment	of	a	Data	Protection	Officer	

6.1	 Is	the	appointment	of	a	Data	Protection	Officer	
mandatory or optional?  

This is optional.

6.2 What are the sanctions for failing to appoint a 
mandatory	Data	Protection	Officer	where	required?

This is not applicable.

6.3 What are the advantages of voluntarily appointing a 
Data	Protection	Officer	(if	applicable)?

Even if organisations, companies or public authorities are not 
currently required to appoint a Data Protection Officer, with the 
new EU Regulation (GDPR) coming into force in 2018, it should be 
regarded as extremely beneficial to do so.  This is mainly because 
of the high costs of non-compliance with the GDPR.  In addition, 
an organisation in Cyprus which plans to proactively appoint a 
DPO will be in a much better position than others which do not, 
both when dealing with supervisory authorities, business partners 
or individuals with regard to privacy and data protection issues.  
Nevertheless, all organisations whose core activities involve large-
scale processing of personal and, in particular, special categories of 

■ Processing is performed by advocates and concerns the 
provision of legal services to their clients, provided that the 
controller is bound by confidentiality required by law and 
the data are neither transmitted, nor communicated to third 
parties, except in cases where it is necessary and is directly 
connected with a request from their clients.

5.2	 On	what	basis	are	registrations/notifications	made?	
(E.g., per legal entity, per processing purpose, per 
data category, per system or database.)

The duty arises per data controller, who shall register the personal 
data per processing purpose or filing system.  

5.3 Who must register with/notify the relevant data 
protection authority(ies)? (E.g., local legal entities, 
foreign legal entities subject to the relevant data 
protection	legislation,	representative	or	branch	offices	
of foreign legal entities subject to the relevant data 
protection legislation.)

The duty to notify arises for every data controller, irrespective of 
legal status, whether it is a legal or a natural person, or a public 
authority.  Data controllers established outside the Republic of 
Cyprus shall appoint a Cypriot representative whose details must be 
registered with the Commissioner. 

5.4 What information must be included in the registration/
notification?	(E.g.,	details	of	the	notifying	entity,	
affected categories of individuals, affected categories 
of personal data, processing purposes.)

The controller must state: (a) his (or if not established in Cyprus, his 
representative’s) full name, business name or title and his address; 
(b) the address where the filing system is established or where the 
main equipment necessary for the processing is installed; (c) a 
description of the purpose of the processing of the relevant data; (d) 
a description of the category/ies of data subjects; (e) the categories 
of data; (f) the period of time for which he intends to carry out the 
processing or keep the filing system; (g) the recipients or categories 
of recipients to whom he communicates or may communicate the 
data; (h) the proposed transmissions of data to third countries and the 
purpose thereof; and (i) the basic characteristics of the system and 
the measures for the security of the filing system or of the processing.

5.5 What are the sanctions for failure to register/notify 
where required?

Omission to notify the establishment and operation of a filing 
system or the commencement of processing is a criminal offence; 
see question 13.4 below with regards to the penalties that may be 
imposed.  In addition, the Commissioner may impose the following 
administrative sanctions in case of contravention with the obligations 
arising from the Law and from every other regulation concerning the 
protection of individuals with regard to the processing of personal 
data: (a) a warning with a specific time-limit for termination of the 
contravention; (b) a fine of up to €30,000; (c) temporary revocation 
of a licence; (d) permanent revocation of a licence; or (e) the 
destruction of a filing system or the cessation of processing and the 
destruction of the relevant data.

5.6 What is the fee per registration (if applicable)? 

This is not applicable.  

Koushos Korfiotis Papacharalambous LLC Cyprus
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7.3 Are companies required to screen against any “do not 
contact” list or registry? 

Such list exists for communications with content of a political nature.

7.4 What are the maximum penalties for sending 
marketing communications in breach of applicable 
restrictions?

See question 5.5 above.

7.5 What types of cookies require explicit opt-in consent, 
as mandated by law or binding guidance issued by 
the relevant data protection authority(ies)? 

The law requires explicit opt-in consent for all types of information 
storing except for the instances stipulated in question 7.6 below.

7.6 For what types of cookies is implied consent 
acceptable, under relevant national legislation 
or binding guidance issued by the relevant data 
protection authority(ies)?

Consent is implied for any technical storage or access for the sole 
purpose of carrying out the transmission of a communication over an 
electronic communications network, or where it is strictly necessary 
in order for the provider of an information society service explicitly 
requested by the subscriber or user to provide the service.

7.7 To date, has the relevant data protection authority(ies) 
taken any enforcement action in relation to cookies?

The relevant authorities are the Commissioner for the Protection of 
Data and the Commissioner of Electronic Communications and Postal 
Services.  There has been no published enforcement actions to date. 

7.8 What are the maximum penalties for breaches of 
applicable cookie restrictions?

 See question 5.5 above.

8 Restrictions on International Data 
Transfers 

8.1 Please describe any restrictions on the transfer of 
personal data abroad. 

The transfer of personal data to a third country is prohibited unless 
the country in question ensures an adequate level of protection.  
An exception to this rule is the transfer of personal data to an EU 
Member State which is generally acceptable and not subject to a 
notification to the Commissioner. 
However, the transfer of personal data to a country which does not 
ensure an adequate level of protection is exceptionally allowed, with 
the Commissioner’s authorisation, if one or more of the following 
conditions are satisfied:
(1) the data subject has consented to the transfer;
(2) the transfer is necessary:

(a) to protect the vital interests of the data subject; or
(b) for the conclusion and performance of a contract between 

data, will be required by law to appoint a DPO under the GDPR.  It 
is thus advisable to create a GDPR-compliant environment within 
the organisation prior to the enforcement of the GDPR in order to 
be ahead of the various challenges which may arise down the line. 

6.4	 Please	describe	any	specific	qualifications	for	the	
Data	Protection	Officer	required	by	law.		

This is not applicable.

6.5 What are the responsibilities of the Data Protection 
Officer,	as	required	by	law	or	typical	in	practice?

This is not applicable.

6.6	 Must	the	appointment	of	a	Data	Protection	Officer	
be	registered/notified	to	the	relevant	data	protection	
authority(ies)? 

This is not applicable.

7 Marketing and Cookies 

7.1 Please describe any legislative restrictions on the 
sending of marketing communications by post, 
telephone, email, or SMS text message. (E.g., 
requirement to obtain prior opt-in consent or to 
provide a simple and free means of opt-out.) 

Marketing communications via post are regulated by Article 15 of 
the Law, whereas other marketing communications are covered by 
Article 106 of the Regulation of Electronic Communications and 
Post Law N.112(I)/2004.  As far as post marketing communication 
is concerned, no marketing communications shall occur unless the 
data subject provides his written consent, except for data subjects 
whose data were processed on the enactment date of the amending 
law N.105(I)/2012 in which case data processing may continue 
until the data subjects opt-out.  With regards to other marketing 
communications, the prior free and informed consent of the data 
subject is required, except where the data subject is an existing 
customer of the data controller and the marketing communications 
relate to the promotion of goods or services similar to those already 
received from the data subject by the data controller, in which case 
direct marketing is allowed provided the data subject is given the 
opportunity to, free of charge and easily, opt-out.  For the consent 
to be deemed free, it has to be given in addition to any terms 
and conditions for the provision of goods or services by the data 
controller to the data subject and, according to article 11 of the Law, 
it must set out the identity of the data processor, the purpose of the 
processing and the potential recipients of the data.

7.2 Is the relevant data protection authority(ies) active in 
enforcement of breaches of marketing restrictions?

Yes.  The Commissioner has, since 2005, dealt with 11 cases of 
marketing restrictions violations.  The fines imposed vary within the 
range of €400–€8,000 and mitigating and aggravating factors, such 
as whether the violation was a one-off incident or was repetitive, 
whether the perpetrator immediately admitted to a breach, whether 
the number of complainants was small or large, and whether 
measures to avoid future breach of the law were taken or not and 
if this influenced the Commissioner’s decision on the sanction to 
be imposed.

Koushos Korfiotis Papacharalambous LLC Cyprus
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Cyprus law, in order for any whistle-blower hotlines to be lawful, 
they should comply with the general principles set out in sections 3, 4 
and 5 above.  Regarding whistle-blower hotlines, the Commissioner’s 
Annual Report refers companies to Article 29 Working Party’s 
opinion 1/2006.  In principle, in case the whistle-blower hotline is 
put in place to protect a legitimate interest of the data processor, the 
latter shall ensure that the legitimate interest  is not overridden by the 
interests for fundamental rights and freedoms of the data subject(s). 

9.2 Is anonymous reporting strictly prohibited, or 
strongly discouraged, under applicable law or binding 
guidance issued by the relevant data protection 
authority(ies)? If so, how do companies typically 
address this issue?

The Commissioner advises controllers to avoid anonymous 
reporting or to have internal procedures for handling such reporting.

9.3 Do corporate whistle-blower hotlines require separate 
registration/notification	or	prior	approval	from	the	
relevant data protection authority(ies)? Please explain 
the process, how long it typically takes, and any 
available exemptions.

See section 5 above.

9.4 Do corporate whistle-blower hotlines require a 
separate privacy notice?

According to Article 29 Working Party’s opinion 1/2006, the 
requirement of clear and complete information on the system obliges 
the controller to inform data subjects about the existence, purpose 
and functioning of the scheme, the recipients of the reports and the 
right of access, rectification and erasure for reported persons. 

9.5 To what extent do works councils/trade unions/
employee	representatives	need	to	be	notified	or	
consulted?

See question 10.4 below.   

10  CCTV and Employee Monitoring

10.1 Does the use of CCTV require separate registration/
notification	or	prior	approval	from	the	relevant	data	
protection authority(ies)?  

Yes.  The person responsible for the operation of CCTV, under Article 
7 of the Law, must submit a written notification to the Commission, 
for the purpose for which they use the system, providing the required 
information, unless covered by the exceptions that are provided for 
by law. 
Individuals who are about to be recorded on CCTV must be 
informed of the recording and must be given the right to “refuse” by 
refusing to enter the building or public space, in which the CCTV is 
operating.  To this end, in order to comply with their obligation to 
inform, it is acceptable and satisfactory for controllers/operators to 
post warning signs at points outside the view of the CCTV.  There are 
also cases where it would not be desirable to warn the public.  These 
are cases where the CCTV recording is for state defence purposes, 
national needs or for the prevention, detection and prosecution of 
criminal offences and is allowed following the authorisation by the 
Commissioner (Article 11 (4) of the Law).

the data subject and the controller or between the controller 
and a third party in the interest of the data subject; or

(c) for the implementation of precontractual measures taken 
at the request of the data subject.

(3) the transfer is necessary for dealing with exceptional 
necessity to safeguard overriding public interest;

(4) the transfer is necessary for the right to recognition, exercise 
or defence before the court; and

(5) the transfer is made from a register which according to the 
law is intended to provide information to the public.

8.2 Please describe the mechanisms companies typically 
utilise to transfer personal data abroad in compliance 
with applicable transfer restrictions.

Where the adequate level of protection of the country in question is 
not satisfied, there are a number of conditions under which it could 
be possible to obtain permission to the transfer of personal data. 
■ One such condition is the presentation of adequate guarantees 

stemming from appropriate contractual terms (contractual 
clauses) which are usually included in a written agreement 
entered into by the sender of the data with the recipient who 
is established in a third country.

Taking the example of employees’ personal data, the EU 
Commission has approved contractual clauses (standard contractual 
clauses) which can be used/be sufficient guarantee to justify the 
authorisation for transfer of the personal data of employees in a 
country that does not provide adequate protection of personal data.
■ As of July 2016, the transmission of data in the US may be 

allowed if the company which will be transmitted data if 
certified under the EU-US Privacy Shield, for which the U.S. 
Department of Commerce is responsible.

8.3 Do transfers of personal data abroad require 
registration/notification	or	prior	approval	from	the	
relevant data protection authority(ies)? Describe 
which	mechanisms	require	approval	or	notification,	
what those steps involve, and how long they take.

Τhe disclosure, to any country, of data which have been or are 
intended for processing after transmission, is permitted on the 
Commissioner’s authorisation. 
To this end, the Commissioner takes into account in particular:
■ the nature of the data;
■ the purpose and duration of the processing;
■ the relevant general and special rules of law;
■ codes of conduct, security measures for the protection of 

data; and
■ the level of protection of the countries of origin, transit and 

final destination of the data. 
See section 5 above for further details on the registration/notification 
or prior approval procedure.

9 Whistle-blower Hotlines 

9.1 What is the permitted scope of corporate whistle-
blower hotlines under applicable law or binding 
guidance issued by the relevant data protection 
authority(ies)? (E.g., restrictions on the scope of issues 
that may be reported, the persons who may submit a 
report, the persons whom a report may concern.)

Due to the fact that corporate whistle-blowing is not regulated under 
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Law, to inform, inter alia, the data subjects i.e. people (customers, 
partners, etc.) of the company which communicate with the 
company through emails, about the possible transmission of their 
data and the provision of cloud computing services by the importer 
company and contractor of the data in the US and subsidiaries of the 
latter as subcontractors in Europe and third countries, but also on 
their ability to exercise their right of access and objection.

11.2	 What	specific	contractual	obligations	must	be	
imposed on a processor providing cloud-based 
services, under applicable law or binding guidance 
issued by the relevant data protection authority(ies)?

These are the obligations imposed on the data importer (processor) 
as outlined in Clause 5 of the 2010/87 Decision.

12  Big Data and Analytics 

12.1 Is the utilisation of big data and analytics permitted? 
If so, what due diligence is required, under applicable 
law or binding guidance issued by the relevant data 
protection authority(ies)?

There are no relevant legal provision or guidelines.

13  Data Security and Data Breach

13.1 What data security standards (e.g., encryption) are 
required, under applicable law or binding guidance 
issued by the relevant data protection authority(ies)? 

According to the Law, the controller must take the appropriate 
organisational and technical measures for the security of data and 
their protection against accidental or unlawful destruction, accidental 
loss, alteration, unauthorised dissemination or access and any other 
form of unlawful processing.  Such measures shall ensure a level of 
security which is appropriate to the risks involved in the processing 
and the nature of the data processed.  As far as providers of publicly 
available electronic communications services (‘the provider’) are 
concerned, such technological protection measures should render the 
data unintelligible to any person who is not authorised to access them.
‘Data shall be considered unintelligible’ if: 
(a) it has been securely encrypted with a standardised algorithm; or
(b) it has been replaced by its hashed value calculated with a 

standardised cryptographic keyed hash function, so that it 
cannot be ascertained by available technological means by 
any person who is not authorised to access the key.

13.2 Is there a legal requirement to report data breaches 
to the relevant data protection authority(ies)? If so, 
describe what details must be reported, to whom, and 
within what timeframe. If no legal requirement exists, 
describe under what circumstances the relevant data 
protection authority(ies) expects voluntary breach 
reporting.

In the event of a personal data breach, the provider of publicly available 
electronic communications services shall notify without delay the 
violation to the Commissioner of Electronic Communications and 
Postal Services.
The notification to the subscriber or individual affected shall not 
be required if the provider demonstrates to the satisfaction of 

10.2 What types of employee monitoring are permitted (if 
any), and in what circumstances?

The employer shall be able to justify the legality and necessity of 
control and monitoring, and that there is no other less intrusive 
method for carrying out the objectives pursued.  The legitimate 
interest invoked by the employer, in order to be justified, must prevail 
over the rights, interests and fundamental freedoms of employees.

10.3 Is consent or notice required? Describe how 
employers typically obtain consent or provide notice.

Employers must in all cases inform the employees about the 
purpose, manner and duration of control and monitoring they intend 
to apply prior to the beginning of the monitoring.  For this purpose, 
it is good practice for the employer to adopt a written policy for 
determining the parameters of telephone use, computer, internet, 
other electronic means of communication and material/equipment 
of the company/organisation of employees and ways/systems 
with which the employer will monitor/control its use.  Secret 
surveillance or monitoring of employees is never permitted without 
the employees having been previously updated.

10.4 To what extent do works councils/trade unions/
employee	representatives	need	to	be	notified	or	
consulted?

According to the Commissioner’s guidelines on the subject, it is 
good practice for employers to consult employee representatives 
and trade unions prior to the installment and use of CCTV or other 
control measures.

10.5 Does employee monitoring require separate 
registration/notification	or	prior	approval	from	the	
relevant data protection authority(ies)?  

Where the use of such systems involves the collection, analysis and 
storage of personal data relating to employees, the data controller 
must notify the Commissioner in writing for the establishment and 
operation of a file or initiating of the processing.

11  Processing Data in the Cloud  

11.1 Is it permitted to process personal data in the cloud? 
If	so,	what	specific	due	diligence	must	be	performed,	
under applicable law or binding guidance issued by 
the relevant data protection authority(ies)?

An application for a transmission licence must be submitted to the 
Commissioner.  It should be accompanied by appropriate Standard 
Contractual Clauses (approved by the European Commission 
Decision 2010/87/EC), signed by the data exporting company, 
(the controller who transfers the personal data) the data importer 
company (the processor who agrees to receive from the data 
exporter personal data intended for processing on his behalf after 
the transfer) and the contractor.  A necessary prerequisite for 
obtaining a licence would be the inclusion of the relevant annex 
of the data importer companies/subcontractors that will provide 
cloud computing services to the transmitted data (email) of the data 
exporter company. 
The Commissioner points out the company’s obligation, as a 
controller, in compliance with the provisions of Article 11 (1) of the 
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14  Enforcement and Sanctions 

14.1 Describe the enforcement powers of the data 
protection authority(ies).

Investigatory Power Civil/Administrative
Sanction Criminal Sanction

To enter, even 
without informing the 
interested parties, any 
office, professional 
or business premises 
or vehicle, excluding 
any residence.  

To impose an 
administrative fine 
of €5,000 to any 
person who fails 
to comply with the 
Commissioner’s 
instructions or 
obstructs the 
Commissioner’s 
investigation.

The Commissioner 
does not have the 
jurisdiction to impose 
criminal sanctions.

To access any 
records (except 
where such records 
are protected by 
advocates privilege 
or they concern the 
identity of partners 
in archives kept for 
reasons of national 
security or the 
investigation of 
particularly serious 
crimes) and collect 
documents, data and 
information. 

See question 5.5 
above. N/A

To be accompanied 
by experts during the 
carrying-out of the 
investigation.  

N/A N/A

To summon any 
witness or any 
person to provide any 
relevant documents 
or other evidence. 

N/A N/A

Entitlement to the 
police’s assistance for 
the execution of its 
enforcement powers. 

N/A N/A

14.2 Describe the data protection authority’s approach 
to exercising those powers, with examples of recent 
cases.

Upon the submission of a complaint, the Commissioner’s 
office contacts the accused person (respondent) requesting its 
comments/position/opinions on the incident of the complaint.  If 
the Commissioner finds that there is a prima facie violation of 
the data protection legislation, it invites the respondent to provide 
its further comments/position/opinions and argue against the 
imposition of a sanction.  At this point, the Commissioner issues 
her reasoned decision.  This process was, for example, followed 
in the investigation of a complaint against a hospital for the loss 
of a patient file, where the Commissioner, after investigating the 
complaint, imposed a fine of €2,000.

the Commissioner that the appropriate technological protection 
measures, such as the encryption measures mentioned in question 
13.1 above, have been taken and that those measures were applied 
to the data breach involved.
The notification shall include the following components:
(a) the conditions under which the event occurred and the nature 

of the violation;
(b) the contact point of the provider;
(c) proposed measures to mitigate the adverse effects of the 

breach;
(d) the consequences of the breach; and
(e) corrective measures, which the provider is taking to address 

the breach.
The content of the notification to the competent national authority 
is outlined in ANNEX I of the Commission Regulation (EU) No 
611/2013.

13.3 Is there a legal requirement to report data breaches 
to individuals? If so, describe what details must 
be reported, to whom, and within what timeframe. 
If no legal requirement exists, describe under 
what circumstances the relevant data protection 
authority(ies) expects voluntary breach reporting.

If the violation may adversely affect the personal data or privacy of 
a subscriber or an individual, the provider shall notify without delay 
to the subscriber affected or affected individual, at least the nature 
of the breach and the contact points where more information can be 
obtained.  He shall also propose measures to mitigate any adverse 
effects of the breach.
If the provider does not proceed with the notification to the subscriber 
or the affected person, the Commissioner with the approval of the 
Commissioner for Personal Data Protection, may request to make 
the notification.
The notification to the subscriber or individual affected shall not 
be required if the provider demonstrates to the satisfaction of 
the Commissioner that the appropriate technological protection 
measures have been taken and that those measures were applied to 
the data breach involved.
The content of the notification to the subscriber or individual is 
outlined in ANNEX II of the Commission Regulation (EU) No 
611/2013. 

13.4 What are the maximum penalties for security 
breaches? 

If as a result of the breach:
(a) the perpetrator purported to gain to himself/herself or another, 

unlawful property benefit or harm a third party; or
(b) the free functioning of the Government of the Republic or to 

national security have been jeopardised, 
the guilty party shall be punished with imprisonment up to five years 
or a fine up to €8,543 or to both such penalties.
If the violation has been committed by negligence, the guilty party 
shall be punished with imprisonment up to three years or a fine not 
exceeding €5,125.80 or with both such penalties.
In addition, please consult question 5.5 above regarding the 
sanctions that could potentially be imposed by the Commissioner. 
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16.2 What “hot topics” are currently a focus for the data 
protection regulator?

The application and effect of the forthcoming EU General Data 
Protection Regulation (GPDR) in 2018 and its various uncertain 
developments resulting from its automatic transposition into Cyprus 
Law has been one of the main issues of focus of the Commissioner’s 
office.  These developments can be briefly outlined as follows:
(a) Contrary to what is mentioned in section 6 above, it will 

be mandatory for Cypriot public authorities or companies 
whose activities are predominantly based and dependent 
on large-scale personal data processing to appoint a data 
protection officer.  It is anticipated that this development 
will put unprecedented pressure on all organisations with 
such involvement since their non-compliance with the new 
associated rules will prove very costly. 

(b) The GDPR will be the first law to explicitly cover the right to 
erasure (also known as the ‘right to be forgotten’).  Unlike the 
current Directive, the onus to justify the processing will now 
lie on the controller. 

(c) The issue of ‘retention’ of data is likely to draw attention 
in the upcoming years with regard to the revised ‘storage 
limitation’ and ‘data minimisation’ principles as construed 
within the GDPR. 

The use of drones is also an issue which requires special attention 
and the Commissioner’s office suggests, as a potential solution, the 
introduction of specialised European or domestic legislation.

15  E-discovery / Disclosure to Foreign   
 Law Enforcement Agencies 

15.1 How do companies within your jurisdiction respond 
to foreign e-discovery requests, or requests for 
disclosure from foreign law enforcement agencies?

Data exporters must inform the Commissioner of any third country 
legislation that the data importer is subject to, providing for the 
statutory disclosure of the transferred data to public authorities of 
that country. 

15.2 What guidance has the data protection authority(ies) 
issued?

The Commissioner advises data exporters to scrutinise such 
legislations against the Art.29 Working Party Working document 
titled “Essential Guarantees”.  

16  Trends and Developments  

16.1 What enforcement trends have emerged during the 
previous 12 months?  Describe any relevant case law.

There is no relevant case law issued in the past 12 months.
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